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ABSTRACT  
Now a days cloud computing is one of the best innovative 
technologies having every kind of service to the users. 
Cloud Computing is an idea of utilizing the shared pool of 
configurable IT and computing resources as an on-demand 
service and network access basis. The key concept of cloud 
computing is based on “pay per usage”. Cloud computing 
enables us to utilize high end resources so we have to build 
great application without worrying about infra-structure. 
Generally a scalable cloud storage services have a hybrid 
community cloud such as beneficial network storage. The 
convenience of using these facts, ideas and models are more 
attractive to the end users. Today the main concerns or 
issues related to about the privacy, reliability, security, 
evaluation and other quality factors. In this paper, we 
introduce some facts and results for next-generation equally 
distributed cloud storage, cloud computing and processing 
applications. 
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1. INTRODUCTION   
Cloud community networks are an emergent model of 
infrastructure that aims to satisfy a community’s demand 
for Internet access and ICT services. 

The sharing of other computing resources like storage, 
which is now common practice in today’s Internet 

through cloud computing, hardly exists in community 
networks[3], [4], but it can be made possible through 
clouds in community networks[5], like hybrid cloud. 

 

The concept of community clouds [1], [2], has been 
introduced in its generic form before, as a cloud 
deployment model in which a cloud infrastructure is built 
and provisioned for an exclusive use by a specific 
community of consumers with shared concerns and 
interests. 

 

 

 

Fig 1: File System in a Computer System 

 

Besides public, private and hybrid models of cloud 
computing, community cloud, presents another option 
differing from the others in that it is designed with a 
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specific community in mind and costs and responsibility are 
shared among the community members. 

G e n e r a l l y  private clouds are not always the most cost-
effective option but security concerns, government 
legislation etc. need for sophisticated control [7], or 
enhanced performance requirements in many scenarios 
make it difficult to rely on public clouds.  

 

Using the application models of cloud computing, we can  
refer here to a special kind of a community cloud in 
which sharing of computing resources is from within 
community networks, in general. 

 

Realizing a community cloud involves a lot of challenges 
i n  both w a y  e i t h e r  technological o r  socio-economic 
context, but also promises interesting value i n  
proportion for communities in terms of local services and 
applications. 

 

In order to conduct the evaluation of applications in a 
realistic scenario, our c o n c e r n  is to leverage on the 
infrastructure o f  c l o u d ,  provided by an on-going cloud 
deployment in the community network and a test bed 
deployed in the  community cloud. 

 

The contribution of this paper is an experimental study on the 
performance and feasibility of distributed file systems 
deployed on cloud-based infrastructures within community 
networks as well as over community networks. 

 

 

Fig 2: Cloud Computing System Overview 

 

There are a lot of security and trust related questions in the 
cloud environment i.e. data encryption possibility, data 
integrity checks, ensuring consumer’s privacy,  log access 
data, data failure[8], [9], disaster management, security 
policy, authentication methods, intrusion detection etc. 

 

In order to ensure that the agreed requirements are 
continuously met during the period of a contract, the 
company has to invest in inspecting the service provider’s 
security capabilities and perform ongoing detailed audits. 
 
2.  THEORETICAL REVIEW 
 

Basically the concept of cloud computing started since  

 Fig 3: Generalize Cloud Computing System 

1951 with the usage of centralized desktop computer, PCs 
open by means of static customers. Now cloud computing 
has been advanced from static users to basic ones and from 
programming to administrations. The term cloud indicates  
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Fig 4: Cloud Computing Stack 

to network or internet. Cloud is something that can be used 
for remote areas. Cloud gives benefits over open and 
personal systems [6]. Cloud computing is doing our 
business applications versatile and community networks. 
Cloud computing gives additionally online information 
stockpiling and application. 

Distributed computing remotely offers controlling, 
designing, programming assets etc. It is a sort of internet 
based programming where shared computer hardware, 
information and data processing are given to computers as 
well as different gadgets on-request. 

Cloud computing consists of two types of working models: 
Deployment models and service models. Deployment 
model defines types of access to the cloud that is public, 
private, hybrid and community network. Service model is 
divided into three basic services: Software as a Service, 
Platform as a Service and Infrastructure [10], as a Service 
that is why it is called SPI model. 

3. THE PROBLEM STATEMENT 

In a Cloud System, file systems must be secure because 
they provide critical system functionality. Almost all 
applications rely on the assumption that the underlying file 
system conforms to a standard interfaces and is bug-free. 
File systems are a significant source of security 
vulnerabilities. More importantly, the file systems defects 
are semantic bugs [11], [12] i.e. they require an 
understanding of file system semantics to be detected and 
fixed. 

4. FILE ACCESS SEMANTICS - CONCURRENCY 

The semantics of most cloud services like file systems, 
including HDFS, Google-FS, AmazonS3 and so on are 
optimized for their anticipated workloads. HDFS does not 
allow changes to a file once it is created, written and 
closed. These semantics favour Hadoop or Map-Reduce 
based application that simply manipulates collection of 
files etc. The lack of support for concurrent write sharing 
simplifies data consistency semantics [15] in HDFS. 
Though, unlike HDFS, Google-FS supports restricted file 
mutation by appending new data to a file including atomic 
operations [13] to support concurrent appends to a single 
file. Typically parallel file systems support a wide variety 
of operations, especially for highly concurrent file access. 

5. BUFFERING AND CONSISTENCY 

HDFS is designed to enable high write batch processing. It 
enables streaming writes through write staging at the client 
side. Clients send a write to a data server only when they 
have accumulated a chunk size of data. Initially, clients 
buffer all writes operations by redirecting them to a 
temporary file[14] in memory. Once filled the clients flush 
this buffer to the data server responsible for storing that file 
chunk. If the file is closed when the buffer is not yet full, 
the buffer is flushed to the chunk’s respective data server. 

6. ARCHITECTURE 

The ground of our approach is to find a balance between 
benefiting from the cloud nature of pay-per-use and 
ensuring the safety of the company’s data as well as the 
legality of the transactions performed over this data. The 
goal is to achieve such balance by automating the process 
of selecting a cloud provider and removing the auditing 
responsibility from the customer’s side. Selecting a cloud 
provider involves: the definition, negotiation, monitoring, 
and enforcement of mutual expectations and agreements. 

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research Volume 9, Issue 2, February-2018                                      1345 
ISSN 2229-5518  

IJSER © 2018 
http://www.ijser.org 

Our cloud computing architecture (fig 5) is based on 
following components: 

6.1 Trusted Security Center (TSC):  
Handling the legal and security concerns is both expensive 
and time consuming for companies. Therefore, we propose 
using a trusted third party in the cloud that is responsible 
for: 

• supervising and attesting compliance of the legal 
requirements  

• studying related security policies and service level 
agreements  

• inspecting the facilities of the service provider 
 

A cloud can have one or more TSCs that can share one or 
more service registries. As a result, moving a big part of 
the tasks required to ensure the security of the data to a 
specialized trusted user. We are planning to realize part of 
this architecture by expanding security patterns to include 
public legal patterns as an extension to our work. 

6.2 Requirements Formalization Service: Plenty of 
potential cloud users are non-IT specialists. Though most of 
them do have IT departments, it is difficult for them to 
adjust the way they formalize the company’s requirements 
to fit the generic nature [15] of cloud environment. 
Especially if it involves new parameters that were not of 
issue in other environments. The service also transforms 
service provider’s capabilities into a standardized form that 
is used. 
 
 

 
 

Fig 5: Cloud Computing Architecture 

 
 
Once the requirements are formalized, the center asks the 
set of registered cloud providers for their formalized offers 
and uses the matching service to match formal 
requirements with provider’s capabilities. The resulted list 
of providers is passed, along with the user’s priority list, to 
the reputation service to be filtered according to providers’ 
reputations. The user then receives the final list of potential 
providers.  

In this section we see one of the architecture’s components; 
the Requirements Formalization Service (RFS). RFS works 
for both the user side and the service provider side. It 
formalizes on data retention and security measures into a 
formal set of requirements and also formalizes service 
provider’s capabilities (a non-formal description of his 
offers and policies). The main goal of the RFS is to 
facilitate between user and service provider description and 
components to enable the process of automatic service 
provider selection. 

The security level classification step defines three levels of 
data security: high, medium, and low, defined as following: 
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• High: critical data not applicable to be kept beyond 
organizational boundaries and should be protected by high 
security measures, e.g ongoing research projects. 
 

• Medium: less critical data which still requires protection, 
but the benefits of keeping it in the cloud outweigh the 
associated security risks (e.g project management data 
accessed in multiple locations in large organizations). This 
way the storage of data in a cloud is a balance between 
security and convenience. 
 

• Low: the remaining data that is of importance to the 
organization but does not require over-protective security 
measures as long as it remains accessible to organization’s 
employees or customers such as stock information, business 
reports, etc. 
 

General security requirements can be specified as extension 
to the above three levels. Schumacher defined six security 
levels to specify the security requirements and determine 
risks. We use three levels only for the consumer’s 
convenience. Nevertheless, it is applicable to map between 
both classifications as following: 

• values extreme & very high to the value high (not suitable 
for keeping beyond organizational boundaries) 
 

• values high to low to the value medium (potential security 
risks requires security guarantees from the cloud provider) 
 

• values negligible to the value low (does not have security 
requirements), due to the absence of security risks 
associated with this type of data. However, further 
requirements can be defined like costs or availability. 
 
Next, the user side should include further description for 
the data in each level. This description is required so the 
RFS can determine the geographical and legal restrictions 
on the data in each level. The consumer needs only to 
include the categorization like confidential, personal, and 
neutral. 

 
7. CONCLUSION 
The trust model of cloud computing should focus on the 
pre-failure rather than the post-failure of services. 
Therefore, it is necessary to offer technological guarantees 
to the client that the data and processing are not going to be 
compromised. Hence this paper shows for the development 
of efficient methods for processing encrypted and hidden 
data. Such methods will promote the client’s trust in the 

cloud and will allow cloud service providers to provide 
quality of service assurances. 
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